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This Working Party was set up under Article 29 of Directive 95/46/EC. It is an independent European advisory
body on data protection and privacy. Its tasks are described in Article 30 of Directive 95/46/EC and Article 15
of Directive 2002/58/EC.
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The secretariat is provided by Directorate C (Fundamental Rights and rule of law) of the European Commission,
Directorate General Justice and Consumers, B-1049 Brussels, Belgium, Office No MO-59 05/35.
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THE WORKING PARTY ON THE PROTECTION OF INDIVIDUALS WITH REGARD
TO THE PROCESSING OF PERSONAL DATA
MR FHE 2 BFREL T 2

set up by Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995,
having regard to Articles 29 and 30 thereof,

having regard to its Rules of Procedure,
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1 Introduction 3

The General Data Protection Regulation (‘GDPR”),! due to come into effect on 25 May 2018,

provides a modernised, accountability-based compliance framework for data protection in

Europe. Data Protection Officers (‘DPO’s) will be at the heart of this new legal framework for

many organisations, facilitating compliance with the provisions of the GDPR.

72018 & 57 254 »xz. T — L F L % E AR (General Data Protection Regulation >
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Under the GDPR, it is mandatory for certain controllers and processors to designate a DPO.2
This will be the case for all public authorities and bodies (irrespective of what data they
process), and for other organisations that - as a core activity - monitor individuals
systematically and on a large scale, or that process special categories of personal data on a

large scale.

**GDPRA =T > #f % & 4—?%1 XEr ;ﬁzﬁ’ T 0 R dpiR- . DPO? - S
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Even when the GDPR does not specifically require the appointment of a DPO, organisations
may sometimes find it useful to designate a DPO on a voluntary basis. The Article 29 Data
Protection Working Party (“WP29”) encourages these voluntary efforts.

¢ 2GDPRA P fr & F2 1 4piDPOZ ™ » & 8 F PFs ¥ il s XK EDPOG #

' Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation), (OJ L 119, 4.5.2016). The GDPR is relevant for the EEA
and will apply after its incorporation into the EEA Agreement.
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2 The appointment of a DPO is also mandatory for competent authorities under Article 32 of Directive (EU) 2016/680
of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA (OJ L 119, 4.5.2016, p. 89 — 131), and national implementing
legislation. While these guidelines focus on DPOs under the GDPR, the guidance is also relevant regarding DPOs
under Directive 2016/680, with respect to their similar provisions.
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The concept of DPO is not new. Although Directive 95/46/EC* did not require any
organisation to appoint a DPO, the practice of appointing a DPO has nevertheless developed
in several Member States over the years.

DPO: 2237 chpE 4 o 95/46/ECHp 4 '8 A & iz i w3/ 4y LDPO » iz f8.47 /< DPO2
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Before the adoption of the GDPR, the WP29 argued that the DPO is a cornerstone of
accountability and that appointing a DPO can facilitate compliance and furthermore, become
a competitive advantage for businesses.? In addition to facilitating compliance through the
implementation of accountability tools (such as facilitating data protection impact assessments
and carrying out or facilitating audits), DPOs act as intermediaries between relevant
stakeholders (e.g. supervisory authorities, data subjects, and business units within an
organisation).
**GDPRi % » WP29% 1 6DPO 4 3k f 122 A 7 » ¥ 43 *DPOT it ¥ » ©ig -
AEFEL BARY RSB R RS (el BT RER TR 2 R e
#&‘Eﬁﬁ“ﬁ k) oz d o DPO™ SAPMAIE B B 4 (bilde: EH M~ §F 4 2
E%Wi%ﬁﬁ&)@iﬂﬁﬁo

DPOs are not personally responsible in case of non-compliance with the GDPR. The GDPR
makes it clear that it is the controller or the processor who is required to ensure and to be able
to demonstrate that the processing is performed in accordance with its provisions (Article
24(1)). Data protection compliance is a responsibility of the controller or the processor.
%%ﬁf@ﬂR’T%W **DPO 4 o GDPRiF &R T ¢ F & X328 %
FEUEP RARERFEY ($245E%15E ) o xﬁf PR 0 i F]E\';L'
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The controller or the processor also has a crucial role in enabling the effective performance of

3 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data (OJ L 281,
23.11.1995, p. 31).

19955107 240 H ik § R WP ME € & B A FHEY 1 3 WER A BB FHRL P 0 i > orh we
® B %95/46/ECHLip £ (OJL 281,23.11.1995,p.31) -

4 See http://ec.europa.eu/justice/data-protection/article-29/documentation/other-

document/files/2015/20150617 appendix_core issues plenary en.pdf

3% % http://ec.europa.eu/justice/data-protection/article-29/documentation/other-

document/files/2015/20150617 appendix_core issues_plenary en.pdf
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the DPO’s tasks. Appointing a DPO is a first step but DPOs must also be given sufficient
autonomy and resources to carry out their tasks effectively.

FEH AR EY FRDPOF % GFEHRL » FHFER &4 o g TDPOX ALY -
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The GDPR recognises the DPO as a key player in the new data governance system and lays
down conditions for his or her appointment, position and tasks. The aim of these guidelines is
to clarify the relevant provisions in the GDPR in order to help controllers and processors to
comply with the law, but also to assist DPOs in their role. The guidelines also provide best
practice recommendations, building on the experience gained in some EU Member States.
The WP29 will monitor the implementation of these guidelines and may complement them
with further details as appropriate.

GDPR#-DPOAR & #ATERF AL/ S TLA] k¢ 2 B4 & ¢ > 3 %7 DPO4p %2 :$ EREE
PR iEgr o Mpil2 P hEot 4 FGDPRAARM v > R R g F 2 e
Bizit o 7 A DPORIRE & 4 o A3l A BE SR R R S A B
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2 Designation of a DPO
DPOZ 3%

2.1. Mandatory designation

5 41 4p %
Article 37(1) of the GDPR requires the designation of a DPO in three specific cases:’
GDPR#% 371 % 158 & K= A1) T <& 'E:}ﬁw\DPOS :
a) where the processing is carried out by a public authority or body;®
FOREY T S ARG 2
b) where the core activities of the controller or the processor consist of processing

operations, which require regular and systematic monitoring of data subjects on a large

scale; or

5 Note that under Article 37(4), Union or Member State law may require the designation of DPOs in other situations as
well.
P EJET R BRREFITIEFAE R T WR S ¢ R W2 AV R ForH @ FAT ﬁ/;;}, % DPO o
6 Except for courts actlng in their judicial capacity. See Article 32 of Directive (EU) 2016/680.
T Flefm R A PR o FRER %2016/68054n £ 5320 o
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¢) where the core activities of the controller or the processor consist of processing on a
large scale of special categories of data’ or® personal data relating to criminal
convictions and offences.’

e —"Ffz\ K FLE —’ﬁi%’?'u ik ¢ FARFEY BT AE AT R P

JAp R 2_ 1 A —"Ff;:ﬁo

In the following subsections, the WP29 provides guidance with regard to the criteria and
terminology used in Article 37(1).
WM%NT%}%ﬁ%ﬁﬁ%k@i%ﬁlﬁﬁﬁ%ﬁ%°

Unless it is obvious that an organisation is not required to designate a DPO, the WP29
recommends that controllers and processors document the internal analysis carried out to
determine whether or not a DPO is to be appointed, in order to be able to demonstrate that the
relevant factors have been taken into account properly.!® This analysis is part of the
documentation under the accountability principle. It may be required by the supervisory
authority and should be updated when necessary, for example if the controllers or the
processors undertake new activities or provide new services that might fall within the cases
listed in Article 37(1).

Kf ' Sk A& JF 45 <DPO* - WP292E EXal-] iﬁ 3 X LiEH iﬁ Fe s B AL & 457%DPO
wﬁgr;w*w%ﬁwnz m#mgﬂéfﬂéi%ﬁﬁﬂféﬂ°°&¢+ TR AT R

SR oA TAPMT I E R AR EEAAN > SR PFE R {ATE A 0 bl
P E N L0 K E L ATE RS R B2 RURIET AL E & 83T ¥ LI SR A

When an organisation designates a DPO on a voluntary basis, the requirements under Articles

37 to 39 will apply to his or her designation, position and tasks as if the designation had been

" Pursuant to Article 9 these include personal data revealing racial or ethnic origin, political opinions, religious or

philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of

uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual

orientation.

'7‘%“}"9" W RN SRR EE N A R S e RE s R RATE R \ggﬁ SRR R A
W7éﬂpwa4hﬁﬁAo\mﬁww;w gk A 2B A S A BT -

8 Article 37(1)(c) uses the word ‘and’. See Section 2.1.5 below for explanation on the use of ‘o7’ instead of ‘and.’

PITERIE Scir2 v 35 T2 | c f@AHIIF2158 TRy T& a2 T2 28p -

° Article 10.

%100% o

10 See Article 24(1).
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mandatory.
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Nothing prevents an organisation, which is not legally required to designate a DPO and does
not wish to designate a DPO on a voluntary basis to nevertheless employ staff or outside
consultants with tasks relating to the protection of personal data. In this case it is important to
ensure that there is no confusion regarding their title, status, position and tasks. Therefore, it
should be made clear, in any communications within the company, as well as with data
protection authorities, data subjects, and the public at large, that the title of this individual or
consultant is not a data protection officer (DPO). !!
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The DPO, whether mandatory or voluntary, is designated for all the processing operations
carried out by the controller or the processor.
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2.1.1 ‘PUBLIC AUTHORITY OR BODY’
DTS A A

The GDPR does not define what constitutes a ‘public authority or body’. The WP29 considers
that such a notion is to be determined under national law. Accordingly, public authorities and
bodies include national, regional and local authorities, but the concept, under the applicable
national laws, typically also includes a range of other bodies governed by public law.!? In

such cases, the designation of a DPO is mandatory.

' This is also relevant for chief privacy officers ('CPQ's) or other privacy professionals already in place today in some
companies, who may not always meet the GDPR criteria, for instance, in terms of available resources or guarantees
for independence and, if they do not, they cannot be considered and referred to as DPOs.
BT E F R EF & (chief privacy officers » CPO) & H i p# kA 2P ¢ & 3 a2 EFBEEAR o 3%
ARV A 22 EGDPRATZAPMEE (bldev % 2 T RSB B2 W) > 3 B4 > A i kd
A % DPO& 12 DPOfE2 ©
12 See, e.g. the definition of ‘public sector body’ and ‘body governed by public law’ in Article 2(1) and (2) of
Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003 on the re-use of public-
sector information (OJ L 345, 31.12.2003 - P- 90).

"i&ﬁ%;ﬁJ 2 D /zgytf\#kgfﬂ 2% & T FR2003E11 I7TP HHRELSHREEFE € & OFNFFR
£ % 4122 5% 2003/98/ECHLAp 4 % 26F % 158 % %270 o
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A public task may be carried out, and public authority may be exercised!® not only by public
authorities or bodies but also by other natural or legal persons governed by public or private
law, in sectors such as, according to national regulation of each Member State, public
transport services, water and energy supply, road infrastructure, public service broadcasting,
public housing or disciplinary bodies for regulated professions.

DEFRZHEFEHES (TR “,ﬁ% el SARBM AL 20 L 6 F R
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In these cases, data subjects may be in a very similar situation to when their data are
processed by a public authority or body. In particular, data can be processed for similar
purposes and individuals often have similarly little or no choice over whether and how their
data will be processed and may thus require the additional protection that the designation of a
DPO can bring.

P R EA TR FHREE TR SR BHAREEY 2R Tl S Ap e
Ful A A FTHRER Pegpin o TR AE Y R HREHE TR *

B R g ER 0 P R 47 /RDPOK T 0 RE -

Even though there is no obligation in such cases, the WP29 recommends, as a good practice,
that private organisations carrying out public tasks or exercising public authority designate a
DPO. Such a DPO’s activity covers all processing operations carried out, including those that
are not related to the performance of a public task or exercise of official duty (e.g. the
management of an employee database).

WA RE SR FRL TR S 24 e ® 35 /RDPOZ & 7% 0 WP291m 2 3k
H3pieDPO L i 2 i¥x o 2 fEDPOZ £ i@ F i FAHE® (v > ¢ g7rt s g
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m

2.1.2 ‘CORE ACTIVITIES"
Fros ETE

13 Article 6(1)(e).
561E %178 Feix o
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Article 37(1)(b) and (c) of the GDPR refers to the ‘core activities of the controller or
processor’. Recital 97 specifies that the core activities of a controller relate to ‘primary
activities and do not relate to the processing of personal data as ancillary activities’. ‘Core
activities’ can be considered as the key operations necessary to achieve the controller’s or
processor’s goals.

GDPR%37% 178 % b 2 cicde 2 [ g ﬁﬁ:‘é’;ﬁﬁ?f ﬁi P EFE ) o w

%ﬂ’ﬁﬁﬁiﬁw%ﬁﬁrﬁ i £
G AN 2 %‘R%é%\#ﬁ’g %?’*5@”*"5?%* &R BT E o

However, ‘core activities’ should not be interpreted as excluding activities where the
processing of data forms an inextricable part of the controller’s or processor’s activity. For
example, the core activity of a hospital is to provide health care. However, a hospital could
not provide healthcare safely and effectively without processing health data, such as patients’
health records. Therefore, processing these data should be considered to be one of any

hospital’s core activities and hospitals must therefore designate DPOs.

B FE TR EF AR EY FERY AT AR - AR E ?ﬁ
}@%“ﬁ*%§ #“’t £ l—Jff,u ix #Eﬂ’ ‘b o e o ng‘,c/ s _;_jg» P A %&%
?r_ﬁ ?Srm‘ﬁ\i" 3@1}" P‘f»(-{ir})j:,€.7,}i‘ﬁ %—),qpﬁlz_!ziel 3 %5)% /53_

e F) @ é%ﬁ#%ﬁm”wfhfwiﬁN—’&fhé\ﬁMMD°

As another example, a private security company carries out the surveillance of a number of
private shopping centres and public spaces. Surveillance is the core activity of the company,
which in turn is inextricably linked to the processing of personal data. Therefore, this

company must also designate a DPO.

V- Bol+ 8 FAHR2OFEHFFMEYF? o2 0L 2 FREFEAR - LE;_%FL i® ik
éiﬁ?i%’?'biﬂ-’ﬂﬂ WA FESI BFEY TE - F > 27 24 %DPO -

On the other hand, all organisations carry out certain activities, for example, paying their
employees or having standard IT support activities. These are examples of necessary support
functions for the organisation’s core activity or main business. Even though these activities
are necessary or essential, they are usually considered ancillary functions rather than the core
activity.

Vo 2o JRERLAN] ERHERFH XA GRIFT A - AT APREE
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2.1.3 'LARGE SCALE"
< A

Article 37(1)(b) and (c) requires that the processing of personal data be carried out on a large

scale in order for the designation of a DPO to be triggered. The GDPR does not define what

constitutes large- scale processing, though recital 91 provides some guidance.'*

F37HEH 190 HbAR & A R fPFDPOLdgin» BFE® FE I A REARR - 822
H5 FOIBL BT - L E 1 L GDPRYF i) + R * ¥ @ Tk -

Indeed, it is not possible to give a precise number either with regard to the amount of data
processed or the number of individuals concerned, which would be applicable in all situations.
This does not exclude the possibility, however, that over time, a standard practice may
develop for identifying in more specific and/or quantitative terms what constitutes ‘large
scale’ in respect of certain types of common processing activities. The WP29 also plans to
contribute to this development, by way of sharing and publicising examples of the relevant
thresholds for the designation of a DPO.

gE o Bimd - BHASEY THRKEANE A 2T o PTG AT VR
T Rpene i dogt o 4 7 sé:}i—",’f EiE- BRSO #N R e LaaEr £
ERES T HA T HF RN RE WY /AR i 2 A2 AR A o WP29
7 #FL%J%‘%E* A E o~ 2 B3 7RDPO2 Ap B R AT B 0 1 7.%& - BB iTd ?f},% °

In any event, the WP29 recommends that the following factors, in particular, be considered
when determining whether the processing is carried out on a large scale:
et o WP2OZ R HETE * (v X L F B NPT LR L R0 T R E

e The number of data subjects concerned - either as a specific number or as a proportion

4 According to the recital, ‘large-scale processing operations which aim to process a considerable amount of
personal data at regional, national or supranational level and which could affect a large number of data subjects and
which are likely to result in a high risk’ would be included, in particular. On the other hand, the recital specifically
provides that ‘the processing of personal data should not be considered to be on a large scale if the processing
concerns personal data from patients or clients by an individual physician, other health care professional or lawyer’.
It is important to consider that while the recital provides examples at the extremes of the scale (processing by an
individual physician versus processing of data of a whole country or across Europe); there is a large grey zone in
between these extremes. In addition, it should be borne in mind that this recital refers to data protection impact
assessments. This implies that some elements might be specific to that context and do not necessarily apply to the
designation of DPOs in the exact same way.
%:}7%@; Ful T 5’«77'\5('%5[“'77\/5 BiFH S E RGP AT E ;ﬁ"i A FF B R
T - PQEE«‘JE]:'! zn,r//ﬁ“&’///é’fﬁff‘ gi;«“/ﬁfﬁifé4
ST EERTL e e
E%:i;;«% By
il

At 'Y‘E * 4#9 i

Bz R REIEr FE | BERE AN o F - 3G e
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of the relevant population
WE 2 F AT ET - THRES LM AT - TG

e The volume of data and/or the range of different data items being processed

E L FRREE TR

e The duration, or permanence, of the data processing activity
FALER FE 2P AF

o The geographical extent of the processing activity

@ e g PR E

Examples of large-scale processing include:

XRFEH ]S f4E
e processing of patient data in the regular course of business by a hospital
%5 Fe— ﬂ,’inf#é{[ﬁ; Bz i@
e processing of travel data of individuals using a city’s public transport system (e.g.

tracking via travel cards)

EHH AR B L R h L mF R (BHe R TRE RO

e processing of real time geo-location data of customers of an international fast food
chain for statistical purposes by a processor specialised in providing these services
REd a4 fF 53037 pnr d EE2 Z3Li@w —‘ﬁ?ﬂaﬁ%ﬁ TR I OF A
2R

e processing of customer data in the regular course of business by an insurance company

or a bank

“~

Wi o AT TR S T
¢ processing of personal data for behavioural advertising by a search engine
BF S F L HE ()R L HB A TR EY
e processing of data (content, traffic, location) by telephone or internet service providers
TR EPRRBREFHTR (PF R E ) 287
Examples that do not constitute large-scale processing include:
g R AEY PbF e
e processing of patient data by an individual physician

B AR L TR
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¢ processing of personal data relating to criminal convictions and offences by an individual
lawyer

Bl e R AP 2 A T

2.1.4 ‘REGULAR AND SYSTEMATIC MONITORING’
EFEE M T

The notion of regular and systematic monitoring of data subjects is not defined in the GDPR,
but the concept of ‘monitoring of the behaviour of data subjects’ is mentioned in recital 24!
and clearly includes all forms of tracking and profiling on the internet, including for the
purposes of behavioural advertising.

EFME FAB T E T A2 AGDPRY YR T & e D 5248k %2 T LA
FAAE 21mAR ) PR R T N BRI 0 2 S HRF ()

R2 2 penz {75 o

However, the notion of monitoring is not restricted to the online environment and online
tracking should only be considered as one example of monitoring the behaviour of data

subjects. '

R B2 fRA T A PN RREE R R RARLI T E T A F L hE Y - 510

B

WP29 interprets ‘regular’ as meaning one or more of the following:

WP20sk Tig i dh ) 2 foff > Bdp 11T 2 - W& 5 A

¢ Ongoing or occurring at particular intervals for a particular period
LT Fetahnr o & ) S S A Sl

e Recurring or repeated at fixed times

NEAERF BAEAE A

5 ‘In order to determine whether a processing activity can be considered to monitor the behaviour of data subjects, it

should be ascertained whether natural persons are tracked on the internet including potential subsequent use of
personal data processing techniques which consist of profiling a natural person, particularly in order to take
decisions concerning her or him or for analysing or predicting her or his personal preferences, behaviours and
attitudes’.

iR EHE T LR AR EEGFE A2 7 BT E L7 i A 4GB
CFHLE B H R R R TR LA o A H LS T A B Yk Jé‘f?ﬁfﬁz}f’/ﬂ%%

CpE S fFEEER | o
16 Note that Recital 24 focuses on the extra-territorial application of the GDPR. In addition, there is also a difference
between the wording ‘monitoring of their behaviour’ (Article 3(2)(b)) and ‘regular and systematic monitoring of data
subjects’ (Article 37(1)(b)) which could therefore be seen as constituting a different notion.

FFRAT T 5248 G R EGDPR B hig # o prob > T Zped izl (3525 5bk) & T#FF &
FPEr R ER 2 F 3 1B E T RPRE o
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¢ Constantly or periodically taking place
oS A

WP29 interprets ‘systematic’ as meaning one or more of the following:
WP20%t Tk st | 2 j2 3 > Thdp 0T 2 - & § IR A

e Occurring according to a system

EPp- B AR LA F A

e Pre-arranged, organised or methodical
FARALTE G R Y e S e

e Taking place as part of a general plan for data collection
x,?ﬁf%@‘l”\ ﬁ':g:),]_é_.7'_ KAU\

e Carried out as part of a strategy

B TR GTZ - A

Examples of activities that may constitute a regular and systematic monitoring of data
subjects: operating a telecommunications network; providing telecommunications services;
email retargeting; data-driven marketing activities; profiling and scoring for purposes of risk
assessment (e.g. for purposes of credit scoring, establishment of insurance premiums, fraud
prevention, detection of money-laundering); location tracking, for example, by mobile apps;
loyalty programs; behavioural advertising; monitoring of wellness, fitness and health data via
wearable devices; closed circuit television; connected devices e.g. smart meters, smart cars,
home automation, etc.

?ﬁﬁ$%§14§#ﬁf}ﬁﬁ541wié%'%?af CRER G IR
e FENY #%@7?ﬁ%;‘%&%ﬁwﬁm(%F ﬂa\%ﬁaﬁ\
T E s B B RIE) BF 2N

2) ~ECRPRYE - FR(TP)
2R PRTAR S BEEYE i E
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%T}L’ “2’_135 \.;Lks. ?{-_E/,gfv;',l(/\;,: %gﬁﬁ\;',}i;g:'ﬁ‘ﬁi
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2.1.5 SPECIAL CATEGORIES OF DATA AND DATA RELATING TO CRIMINAL
CONVICTIONS AND OFFENCES
P F R S

Article 37(1)(c) addresses the processing of special categories of data pursuant to Article 9,

and personal data relating to criminal convictions and offences set out in in Article 10.
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Although the provision uses the word ‘and’, there is no policy reason for the two criteria
having to be applied simultaneously. The text should therefore be read to say ‘or’.

FITHEF I Fok > RFHFIFETRLPFAETH > 2 FI0FETRZT2NF 02 2 5
WHBF2EY oif2rFer AEFap N2 plh o tdageippgriz- ik

.
Mo G o T e FRARLAE R TR R

2.2. DPO of the processor

X L@ % 4 2 DPO

Article 37 applies to both controllers!” and processors'® with respect to the designation of a
DPO. Depending on who fulfils the criteria on mandatory designation, in some cases only the
controller or only the processor, in other cases both the controller and its processor are
required to appoint a DPO (who should then cooperate with each other).

aismﬁmg “DPO% # - $4r g § 72 L@ 5180 v o kvio 2 L5l %
DPOR# % » § s ¥ — = & 4 /%DPO » 5 i 4 304y % (osasdp %0 B
DPORF Jstp 3 £ iF) -

It is important to highlight that even if the controller fulfils the criteria for mandatory
designation its processor is not necessarily required to appoint a DPO. This may, however, be
a good practice.

PAEE R TRAE K B £ 8414 RDPOL R - 5 £ 30
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Examples:
%tvlj :
e A small family business active in the distribution of household appliances in a single
town uses the services of a processor whose core activity is to provide website
analytics services and assistance with targeted advertising and marketing. The

activities of the family business and its customers do not generate processing of data

on a ‘large scale’, considering the small number of customers and the relatively

17 The controller is defined by Article 4(7) as the person or body, which determines the purposes and means of the
processing.

B FAESTHRLE > g ATRE PR 2 B B A AR

'8 The processor is defined by Article 4(8) as the person or body, which processes data on behalf of the
controller.

B FAE SR AL 0 A E T K g S FE R T B A
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limited activities. However, the activities of the processor, having many customers

like this small enterprise, taken together, are carrying out large-scale processing. The

processor must therefore designate a DPO under Article 37(1)(b). At the same time,

the family business itself is not under an obligation to designate a DPO.

- FRRE-BHEPNEYFRE SN2 A TELFE 0 B BT R0E

ﬁ%$$&ﬁmﬁ&ﬁyié%%&ﬁﬁ%ﬁw$ﬁo&%ﬁﬁi
A A EEE S ERT U A S TARN L FHEY s

FLIE ﬂivpa‘?v P FIH g F AL RE LN E S > HEMTE

TR A BE Y o F IR LiE ?*—*Ff),%uaadﬁ;“l:?%v R T

DPO ° [ P¥ » 3¢ 7% & % P & 47%<DPOZ % 7% -

e A medium-size tile manufacturing company subcontracts its occupational health
services to an external processor, which has a large number of similar clients. The
processor shall designate a DPO under Article 37(1)(c) provided that the processing is
on a large scale. However, the manufacturer is not necessarily under an obligation to
designate a DPO.

SR AU F R E LR RAE ¢ AL E Y K A L@ K

378 % 178 ez ~ RAEEF R

FESAEIMZ RS o FL R LE 'ﬁ}ﬁ 7
Fdpin— ¢DPO - #a o %S A3 & R F 45/%DPOZ & 4% -

The DPO designated by a processor also oversees activities carried out by the processor
organisation when acting as a data controller in its own right (e.g. HR, IT, logistics).
BREET F4pn2 DPO > R A LRBT BT REEF (WA T T s ) B

FREREEEEY S e Rl E R

2.3.Designation of a single DPO for several organisations

#cl o 54 1%~ £ DPO

Article 37(2) allows a group of undertakings to designate a single DPO provided that he or
she is ‘easily accessible from each establishment’. The notion of accessibility refers to the

tasks of the DPO as a contact point with respect to data subjects'®, the supervisory authority’

19 Article 38(4): ‘data subjects may contact the data protection officer with regard to all issues related to
processing of their personal data and to the exercise of their rights under this regulation’.

$38iE N4 T FEA IR AR FTr APFTEFREEZNRL T PY R BB RELEBE, o

20 Article 39(1)(e): ‘act as a contact point for the supervisory authority on issues relating to processing, including the
prior consultation referred to in Article 36 and to consult, where appropriate, with regard to any other matter’.
53915 5178 $ e ¢ fﬁffif’” WHET (¢ ¥36F 7L FTEF) T PEFPBHF BRE &
b*’ﬁ”‘j ,53:7%/—7/?# W F BB 7K /',i;’oJ
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but also internally within the organisation, considering that one of the tasks of the DPO is ‘fo
inform and advise the controller and the processor and the employees who carry out

processing of their obligations pursuant to this Regulation’*!

$37ER2 3£ E B MTdpii- (DPO - R & T AAm 4 AR, ADPO - T 2
B2 ag fdp eDPORE 24 % 4 7 n?%%”ﬁm%mm7%$%ﬁaﬁag
~BE TR BRI g R g ARTE TFEL [T R AR 2 A&

j}J 2

+

In order to ensure that the DPO, whether internal or external, is accessible it is important to
make sure that their contact details are available in accordance with the requirements of the
GDPR.*

F&E FDPOF AR BB (Em P, 382 ¢ 3n) » & BL AN R GDPRZ & 3% 3 lmBH

4% 2p 22
‘év ’FJ\\\ @% °

He or she, with the help of a team if necessary, must be in a position to efficiently
communicate with data subjects?® and cooperate®* with the supervisory authorities concerned.
This also means that this communication must take place in the language or languages used by
the supervisory authorities and the data subjects concerned. The availability of a DPO
(whether physically on the same premises as employees, via a hotline or other secure means
of communication) is essential to ensure that data subjects will be able to contact the DPO.
RS R TRk R AT SANE F N L L (2R
BEEaee) o2 RAF SR L AR T FBME M E T 4 - S RS R
DPOz# * & (Ewm A& i 1tk - Horp - BHRRTFLE B 2238307 34)
FEWF ¥ A 7 IHEDPOZL B 4E o

According to Article 37(3), a single DPO may be designated for several public authorities or

21 Article 39(1)(a).

%390% % 178 % adx -

22 See also Section 2.6 below.

Y ARF26H LT EP o

B Article 12(1): "The controller shall take appropriate measures to provide any information referred to in Articles

13 and 14 and any communication under Articles 15 to 22 and 34 relating to processing to the data subject in a

concise, transparent, intelligible and easily accessible form, using clear and plain language, in particular for any

information addressed specifically to a child.’

FI2E T 0 A E AT o S EP BT G RIEL YR L L g

FoOREFEA 5':]3//’1 FI4iForsf2 75 FA 0 DG EFARFISET ¥220FF §534zﬁ?%{ff&§i"?7’~ iF
PFTFEL o ABL TR EE HTE LA

24 Article 39(1)(d) : ‘to cooperate with the supervisory authority’

FR0EFIERdic: "L AL T, -
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bodies, taking account of their organisational structure and size. The same considerations with
regard to resources and communication apply. Given that the DPO is in charge of a variety of
tasks, the controller or the processor must ensure that a single DPO, with the help of a team if

necessary, can perform these efficiently despite being designated for several public authorities

and bodies.
IZ%%37I’+§23i§ gﬁlﬂ; z&bﬁﬁé ’l‘}ﬁ’]‘#— f?fé_ H e gkZe f?’_ﬁ J'E.‘%S—:y » #F]/KE DPO -
’a‘ﬁpl’zxg ,/}E‘liiﬁg B At orag o FIDPOE 1225 % % f 2_ (T 7% > #""'F‘:ﬁéni’éb

3 ﬂ'“’ BFE B H - DPOTF @ 5 BB o> 7245 B & #ﬁ’f#”r#ﬁw\’ mE G AR E A EE
i (B EET O B R EL)

2.4. Accessibility and localisation of the DPO
DPO2_ ¥ % (4% {4 it

According to Section 4 of the GDPR, the accessibility of the DPO should be effective.
%y GDPR % 4& 2R 2 > DPOJE & & F 72 7 % {4 o

To ensure that the DPO is accessible, the WP29 recommends that the DPO be located within
the European Union, whether or not the controller or the processor is established in the
European Union.

£ %DPOz_ ¥ % [+ > WP2973°Fiz EwmE 'fﬁ BV LiE H jﬂz T EFNEEEMNKRE
DPO= K & *T R B 5

However, it cannot be excluded that, in some situations where the controller or the processor
has no establishment within the European Union?, a DPO may be able to carry out his or her
activities more effectively if located outside the EU.

e #E“f‘“ﬁ AT R K A e X FeE '%“’:“@’KE%F" A3 B 4R DPO4
RWEEES > P T Lo 7H Fixo

2.5. Expertise and skills of the DPO
DPOz & ¥ 2 H ¢

Article 37(5) provides that the DPO ‘shall be designated on the basis of professional qualities
and, in particular, expert knowledge of data protection law and practices and the ability to

fulfil the tasks referred to in Article 39°. Recital 97 provides that the necessary level of expert

25 See Article 3 of the GDPR on the territorial scope.
% % GDPR % 3 1% i *"AE";&E\‘% Flz R
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knowledge should be determined according to the data processing operations carried out and
the protection required for the personal data being processed.

F37EF5H R ETDPO " v B Fiy 4 ANHSFFHREF R F IRz B E @
ZERE A FIYF A EFL A FRAA o BT ROTRP AP o B2 &K
FORRAR R AR ATIT 2 FORAE Y TR S 2 i 2 B A TR L ke e Lo

* Level of expertise

L ¥R

The required level of expertise is not strictly defined but it must be commensurate with the
sensitivity, complexity and amount of data an organisation processes. For example, where a
data processing activity is particularly complex, or where a large amount of sensitive data is
involved, the DPO may need a higher level of expertise and support. There is also a difference
depending on whether the organisation systematically transfers personal data outside the
European Union or whether such transfers are occasional. The DPO should thus be chosen
carefully, with due regard to the data protection issues that arise within the organisation.
HEERAR2ZE R BB EE > LR JEERTEY TRIAEME A Z TR
FAfk o Bola s 0§ FRER FERUR AW 2 RAg TR DPOT i 3
E{RZEEMRE AE RSB AR T l@ﬁ%] IWmEBABE L2
DPO% (42K 2 & #7755 77 |p o Flp* > DPO2 i T ik w g p & 4 2 Fk i%ch 4p B
A g 5 2 XS 2 o

* Professional qualities

LR S

Although Article 37(5) does not specify the professional qualities that should be considered
when designating the DPO, it is a relevant element that DPOs must have expertise in national
and European data protection laws and practices and an in-depth understanding of the GDPR.
It is also helpful if the supervisory authorities promote adequate and regular training for DPOs.
EF F3TEFSHEL AP AR LA RDPORF ey 22 B £ 4 - iwiphl & 2 L DPO 4
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Knowledge of the business sector and of the organisation of the controller is useful. The DPO
should also have a good understanding of the processing operations carried out, as well as the

information systems, and data security and data protection needs of the controller.
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In the case of a public authority or body, the DPO should also have a sound knowledge of the
administrative rules and procedures of the organisation.
4o fh 240 S 8 4E ) DPORI™ 3% 2 (7 70RT 2 AL A A hiei o

» Ability to fulfil its tasks
A ER2o 6 4

Ability to fulfil the tasks incumbent on the DPO should be interpreted as both referring to
their personal qualities and knowledge, but also to their position within the organisation.
Personal qualities should include for instance integrity and high professional ethics; the
DPQ’s primary concern should be enabling compliance with the GDPR. The DPO plays a key
role in fostering a data protection culture within the organisation and helps to implement

essential elements of the GDPR, such as the principles of data processing®®, data subjects’

rights®’, data protection by design and by default?®) records of processing activities®’, security

of

processing®’, and notification and communication of data breaches.>!

DPOE + H 5 fiEdb2 it 4 » fdfl s e § 0B A A~ opho 2 Bt g

SBr o BAE o B AEAE G R AL BE

7
“~

%
%32 DPOZ 7 & ¥ £ J& % i3 GDPR
£ o DPO* 32 % M N FALRE S B FMEES S > 2§ 2 GDPRY £ & A A4

FTAHE R0 §F L ET S FALY éprVéLﬁﬁiﬁaﬁﬁﬁxﬁﬁﬁ%

BAP S EY TEX R0 2 TR BT AHFE AR LHE -

* DPO on the basis of a service contract

WPRFRE X 5 A # 2 DPO

The function of the DPO can also be exercised on the basis of a service contract concluded

26 Chapter I1.
EH

27 Chapter 1.
$=ZF -

28 Article 25.

% 250%

o

29 Article 30.

% 300%

£ o

30 Article 32.

5 3215

31 Articles 33 and 34.
%33% %34i% o
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with an individual or an organisation outside the controller’s/processor’s organisation. In this
latter case, it is essential that each member of the organisation exercising the functions of a
DPO fulfils all applicable requirements of Section 4 of the GDPR (e.g., it is essential that no
one has a conflict of interests). It is equally important that each such member be protected by
the provisions of the GDPR (e.g. no unfair termination of service contract for activities as
DPO but also no unfair dismissal of any individual member of the organisation carrying out
the DPO tasks). At the same time, individual skills and strengths can be combined so that
several individuals, working in a team, may more efficiently serve their clients.

DPOz # it ¥ d 7§ —J‘Ff/é FeE —*Fffi’ ferd vh 2 WA R R FPRIRE X R e
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For the sake of legal clarity and good organisation and to prevent conflicts of interests for the
team members, it is recommended to have a clear allocation of tasks within the DPO team and
to assign a single individual as a lead contact and person ‘in charge’ for each client. It would
generally also be useful to specify these points in the service contract.

PREEYZPREMEE AR e KBS |21 R EEDPOR M
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2.6. Publication and communication of the DPQO’s contact details

DPO-mI T2 2% 2 B

Article 37(7) of the GDPR requires the controller or the processor:
GDPR % 370% % 790 & Fiy ¢ § & 2328 % H &

e to publish the contact details of the DPO and

2 # DPOZ 3B 2 F M > &

e to communicate the contact details of the DPO to the relevant supervisory authorities.
#DPOZ 3HmB T/ &3 P T ¥ 0 -

The objective of these requirements is to ensure that data subjects (both inside and outside of

the organisation) and the supervisory authorities can easily and directly contact the DPO
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without having to contact another part of the organisation. Confidentiality is equally important:
for example, employees may be reluctant to complain to the DPO if the confidentiality of their
communications is not guaranteed.

R RZ PN RER (ERESPN ) FEAZEERMT U IR M E

DPOZ#- > @ @ F ez B W0 o FRh Fiiiﬂ’ﬁmaﬁ 4o f o1

DPORF 2 i M iF% A X il > P|H ¥ i 72 g+ DPO#% &1 ¢ 27 o

The DPO is bound by secrecy or confidentiality concerning the performance of his or her
tasks, in accordance with Union or Member State law (Article 38(5)).
kTR Z € RREE DPoﬁf—, ERZH AR RS R (F38iEH5E) o

The contact details of the DPO should include information allowing data subjects and the
supervisory authorities to reach the DPO in an easy way (a postal address, a dedicated
telephone number, and/or a dedicated e-mail address). When appropriate, for purposes of
communications with the public, other means of communications could also be provided, for
example, a dedicated hotline, or a dedicated contact form addressed to the DPO on the
organisation’s website.

DPOz FHmB T > & 7 @ 4 £ 42 E F1M 5 % 2DPOB-FmiF2 Fa (&
FEROCBRTFEZ/AEFTECH) o ZEATEL NP FHR TT R
A BHeR ¥ BMF A e L BDPOMHF2 B @R L H -
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Article 37(7) does not require that the published contact details should include the name of the
DPO. Whilst it may be a good practice to do so, it is for the controller or the processor and the
DPO to decide whether this is necessary or helpful in the particular circumstances.*
FITEFRTIEL2LE R 2 BEFT N 7 DPOZ Y7 oA F 4 L5 5 iR iT
2o R EEFIFEAT 2T DPOK L AT RN B E o ol Irp F AR E H
DPO#-z -

However, communication of the name of the DPO to the supervisory authority is essential in
order for the DPO to serve as contact point between the organisation and the supervisory
authority (Article 39(1)(e).

Aa oo MDPOZ -t & FEpM > (RDPOTL e T P9 A MRE £ £ %

321t is notable that Article 33(3)(b), which describes information that must be provided to the supervisory authority
and to the data subjects in case of a personal data breach, unlike Article 37(7), specifically also requires the name (and
not only the contact details) of the DPO to be communicated.
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B (%39 %178 % ek )

As a matter of good practice, the WP29 also recommends that an organisation informs its
employees of the name and contact details of the DPO. For example, the name and contact
details of the DPO could be published internally on organisation’s intranet, internal telephone
directory, and organisational charts.

WP297r i3k » - HDPOZ ¥ ¢ 2 BT L w1 > (5 BARE - Bola 3 o
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3 Position of the DPO
DPOz. %‘i [had

3.1.Involvement of the DPO in all issues relating to the protection of personal data
DPO¥t+73 B F AR RBE ¥ & 2 S8

Article 38 of the GDPR provides that the controller and the processor shall ensure that the
DPO is ‘involved, properly and in a timely manner, in all issues which relate to the protection
of personal data’.

GDPR % 382 > 43¢ Jﬁ B LiE ﬁf,@;ﬁ?’mf,ﬁ'fDPO N7 S 2= SR
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It is crucial that the DPO, or his/her team, is involved from the earliest stage possible in all
issues relating to data protection. In relation to data protection impact assessments, the GDPR
explicitly provides for the early involvement of the DPO and specifies that the controller shall
seek the advice of the DPO when carrying out such impact assessments.>®> Ensuring that the
DPO is informed and consulted at the outset will facilitate compliance with the GDPR,
promote a privacy by design approach and should therefore be standard procedure within the
organisation’s governance. In addition, it is important that the DPO be seen as a discussion
partner within the organisation and that he or she be part of the relevant working groups
dealing with data processing activities within the organisation.
DPO H Blffpig 230915 TR WEAPME 7 2 5 ) "P%iﬁ’ﬁ v BB RS fﬁ‘uﬂ?
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33 Article 35(2).
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Consequently, the organisation should ensure, for example, that:

Flpb o Bha S o0 R FEWEL T EIF

e The DPO is invited to participate regularly in meetings of senior and middle

management.

DPOE= @ 2 FILB A2 ¢ IFLF 2 63k

e His or her presence is recommended where decisions with data protection implications
are taken. All relevant information must be passed on to the DPO in a timely manner
in order to allow him or her to provide adequate advice.

EF2 R RT MR REA S B S ADPOR B o 13 4D TS
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e The opinion of the DPO must always be given due weight. In case of disagreement,
the WP29 recommends, as good practice, to document the reasons for not following
the DPO’s advice.

DPOZ R AR ES 4 EE oo L7 R A WP29Li=€5§€%éﬁ:—%ﬁ 7aDPO
kA 0 AR LRGE

e The DPO must be promptly consulted once a data breach or another incident has
occurred.

doFd FTRET AL F R BIEEHEDPO -

Where appropriate, the controller or processor could develop data protection guidelines or

programmes that set out when the DPO must be consulted.

TERELEY F7 QG FART A R R R B DPO -
f f

3.2.Necessary resources

@ & F i

Article 38(2) of the GDPR requires the organisation to support its DPO by ‘providing
resources necessary to carry out [their] tasks and access to personal data and processing

operations, and to maintain his or her expert knowledge’. The following items, in particular,

are to be considered:

GDPR%38i% %25 & RS g R &EH /7 (B ) Z30 GPBFEBFE? ITF
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e Active support of the DPO’s function by senior management (such as at board level).
WERRA (T E €A ) iR IFDPOZ L o

o Sufficient time for DPOs to fulfil their duties. This is particularly important where an
internal DPO is appointed on a part-time basis or where the external DPO carries out
data protection in addition to other duties. Otherwise, conflicting priorities could result
in the DPO’s duties being neglected. Having sufficient time to devote to DPO tasks is
paramount. It is a good practice to establish a percentage of time for the DPO function
where it is not performed on a full-time basis. It is also good practice to determine the
time needed to carry out the function, the appropriate level of priority for DPO duties,
and for the DPO (or the organisation) to draw up a work plan.
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e Adequate support in terms of financial resources, infrastructure (premises, facilities,

equipment) and staff where appropriate.
Wy 2 MAIET R A (B XA BH) 2 AR AL E
e Official communication of the designation of the DPO to all staff to ensure that their

existence and function are known within the organisation.

FDPOL 4%t 3% it #if A1 > MR EHFP LS G RE S

e Necessary access to other services, such as Human Resources, legal, IT, security, etc.,
so that DPOs can receive essential support, input and information from those other
services.
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e Continuous training. DPOs must be given the opportunity to stay up to date with
regard to developments within the field of data protection. The aim should be to
constantly increase the level of expertise of DPOs and they should be encouraged to

participate in training courses on data protection and other forms of professional
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development, such as participation in privacy fora, workshops, etc.
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e Given the size and structure of the organisation, it may be necessary to set up a DPO
team (a DPO and his/her staff). In such cases, the internal structure of the team and the
tasks and responsibilities of each of its members should be clearly drawn up. Similarly,
when the function of the DPO is exercised by an external service provider, a team of
individuals working for that entity may effectively carry out the tasks of a DPO as a
team, under the responsibility of a designated lead contact for the client.
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In general, the more complex and/or sensitive the processing operations, the more resources
must be given to the DPO. The data protection function must be effective and sufficiently
well-resourced in relation to the data processing being carried out.
- kMg o F TEARAF R /NATR 0 &S DPOZ ’ﬁ;‘@%ﬁéﬁi o T Z o
FF ok 2B E PR FRE Y TR AL A TR -

3.3.Instructions and ‘performing their duties and tasks in an independent manner’

hr s T AAABG A T

Article 38(3) establishes some basic guarantees to help ensure that DPOs are able to perform
their tasks with a sufficient degree of autonomy within their organisation. In particular,
controllers/processors are required to ensure that the DPO ‘does not receive any instructions
regarding the exercise of [his or her] tasks.” Recital 97 adds that DPOs, ‘whether or not they
are an employee of the controller, should be in a position to perform their duties and tasks in
an independent manner’.
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This means that, in fulfilling their tasks under Article 39, DPOs must not be instructed how to
deal with a matter, for example, what result should be achieved, how to investigate a
complaint or whether to consult the supervisory authority. Furthermore, they must not be
instructed to take a certain view of an issue related to data protection law, for example, a
particular interpretation of the law.
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The autonomy of DPOs does not, however, mean that they have decision-making powers
extending beyond their tasks pursuant to Article 39.
Rw o DPOZ p it » 2 A H B 5 A74% 5 300F AT R L AR 4 Bl 4 b 2 i HE -

The controller or processor remains responsible for compliance with data protection law and
must be able to demonstrate compliance.>* If the controller or processor makes decisions that
are incompatible with the GDPR and the DPO's advice, the DPO should be given the
possibility to make his or her dissenting opinion clear to the highest management level and to
those making the decisions. In this respect, Article 38(3) provides that the DPO ‘shall directly
report to the highest management level of the controller or the processor’. Such direct
reporting ensures that senior management (e.g. board of directors) is aware of the DPO’s
advice and recommendations as part of the DPO’s mission to inform and advise the controller
or the processor. Another example of direct reporting is the drafting of an annual report of the

DPO’s activities provided to the highest management level.
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3.4. Dismissal or penalty for performing DPO tasks
DPOFI$ {7 E 427 3§ f# U & Jad)

Article 38(3) requires that DPOs should ‘not be dismissed or penalised by the controller or

34 Article 5(2).
550 5238 o
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the processor for performing [their] tasks’.
i%@%ﬁﬁiuworw@ﬁiﬁ[ﬂ]éﬁﬁﬁﬁ?ﬁﬁ%ﬁﬁ“ﬁﬁ@ﬁéﬁJ

This requirement strengthens the autonomy of DPOs and helps ensure that they act
independently and enjoy sufficient protection in performing their data protection tasks.
EiﬁﬁﬂWMDiﬁiﬁ’fﬁyﬁﬁ%MD%iﬁ%’iﬁﬁﬁﬂ?ﬁ%ﬁﬁﬁ
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Penalties are only prohibited under the GDPR if they are imposed as a result of the DPO
carrying out his or her duties as a DPO. For example, a DPO may consider that a particular
processing is likely to result in a high risk and advise the controller or the processor to carry
out a data protection impact assessment but the controller or the processor does not agree with
the DPO’s assessment. In such a situation, the DPO cannot be dismissed for providing this
advice.
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Penalties may take a variety of forms and may be direct or indirect. They could consist, for
example, of absence or delay of promotion; prevention from career advancement; denial from
benefits that other employees receive. It is not necessary that these penalties be actually
carried out, a mere threat is sufficient as long as they are used to penalise the DPO on grounds
related to his/her DPO activities.

BB TR R0 0 2 PR AR RST R VR s e 3 AR AR
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As a normal management rule and as it would be the case for any other employee or
contractor under, and subject to, applicable national contract or labour and criminal law, a
DPO could still be dismissed legitimately for reasons other than for performing his or her
tasks as a DPO (for instance, in case of theft, physical, psychological or sexual harassment or
similar gross misconduct).
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In this context it should be noted that the GDPR does not specify how and when a DPO can
be dismissed or replaced by another person. However, the more stable a DPO’s contract is,
and the more guarantees exist against unfair dismissal, the more likely they will be able to act
in an independent manner. Therefore, the WP29 would welcome efforts by organisations to
this effect.

LT R > GDPRTE AP 3hem @ BT 206 A M # A B~ADPO - %A@ » DPOZ & 4
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3.5. Conflict of interests
| E FR

Article 38(6) allows DPOs to ‘fulfil other tasks and duties’. It requires, however, that the
organisation ensure that ‘any such tasks and duties do not result in a conflict of interests .
53815 %638 2¥DPO " H 72 # T4 % Bg, o B R K B SFr ik [ Fapat
BF gt flEFR

The absence of conflict of interests is closely linked to the requirement to act in an
independent manner. Although DPOs are allowed to have other functions, they can only be
entrusted with other tasks and duties provided that these do not give rise to conflicts of
interests. This entails in particular that the DPO cannot hold a position within the organisation
that leads him or her to determine the purposes and the means of the processing of personal
data. Due to the specific organisational structure in each organisation, this has to be

considered case by case.
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As a rule of thumb, conflicting positions within the organisation may include senior
management positions (such as chief executive, chief operating, chief financial, chief medical
officer, head of marketing department, head of Human Resources or head of IT departments)
but also other roles lower down in the organisational structure if such positions or roles lead to
the determination of purposes and means of processing. In addition, a conflict of interests may
also arise for example if an external DPO is asked to represent the controller or processor

before the Courts in cases involving data protection issues.
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Depending on the activities, size and structure of the organisation, it can be good practice for
controllers or processors:

B LA RACE B T S S RREY LR LR

¢ to identify the positions which would be incompatible with the function of DPO
FERBDPOF i & F 40 % \l‘%‘« [had

™

e to draw up internal rules to this effect in order to avoid conflicts of interests
,T*'uﬁL%‘E”iiﬁf oAl E R 2R

¢ toinclude a more general explanation about conflicts of interests
FEHNNETERZ - BB T

e to declare that their DPO has no conflict of interests with regard to its function as a

DPO, as a way of raising awareness of this requirement

Bpod DPO,T* #EDPOZ # i T Z JIFHR > U B & 2 L@

e to include safeguards in the internal rules of the organisation and to ensure that the
vacancy notice for the position of DPO or the service contract is sufficiently precise
and detailed in order to avoid a conflict of interests. In this context, it should also be
borne in mind that conflicts of interests may take various forms depending on whether
the DPO is recruited internally or externally
KA B 2 FIR ~ m R TR RDPOZ B 2 2 R IRIEE K Ak

HEONFELNEER - LR RTEANNEERT kg ek

AR 4 F 2 3558 o

4 Tasks of the DPO
DPO2Z_ iz 7+

4.1. Monitoring compliance with the GDPR
JL_‘E‘}%GDPR\ I E Ea

Article 39(1)(b) entrusts DPOs, among other duties, with the duty to monitor compliance with
the GDPR. Recital 97 further specifies that DPO ‘should assist the controller or the processor
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to monitor internal compliance with this Regulation’.
#39i% % 178 % bar a4 DPOZ 32 - % E B $GDPR2 2 ﬁfi Foom S $978E- HH
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As part of these duties to monitor compliance, DPOs may, in particular:
L R e ’DPO%E»'%?EET}},";‘éﬁi%‘Z%%%]F\
e collect information to identify processing activities
BT (T E
e analyse and check the compliance of processing activities
&ﬁi%ﬁ@?ﬁiiég
e inform, advise and issue recommendations to the controller or the processor

o Bt 2 R NSRRI A REEr

Monitoring of compliance does not mean that it is the DPO who is personally responsible
where there is an instance of non-compliance. The GDPR makes it clear that it is the
controller, not the DPO, who is required to ‘implement appropriate technical and
organisational measures to ensure and to be able to demonstrate that processing is performed
in accordance with this Regulation’ (Article 24(1)). Data protection compliance is a corporate
responsibility of the data controller, not of the DPO.
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4.2.Role of the DPO in a data protection impact assessment
DPO*t i ik B iz @ 2 & 4

According to Article 35(1), it is the task of the controller, not of the DPO, to carry out, when
necessary, a data protection impact assessment (‘DPIA’). However, the DPO can play a very
important and useful role in assisting the controller. Following the principle of data protection
by design, Article 35(2) specifically requires that the controller ‘shall seek advice’ of the DPO
when carrying out a DPIA. Article 39(1)(c), in turn, tasks the DPO with the duty to ‘provide
advice where requested as regards the [DPIA] and monitor its performance pursuant to
Article 35°.

By 35EE R IE R e R PR T RS 56 (DPIA) iz § K @ 22DPO
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The WP29 recommends that the controller should seek the advice of the DPO, on the
following issues, amongst others ¥
WP29:& 247 ¢ —"Ff kI ﬁ&;u T E ¥ AcaDPOz 2R

e whether or not to carry out a DPIA
A_F %2 DPIA

e what methodology to follow when carrying out a DPTA
PHEDPIAR kB2 > 2

¢ whether to carry out the DPIA in-house or whether to outsource it
DPIA & ‘e s p 38743 24 4 vh 2

e what safeguards (including technical and organisational measures) to apply to mitigate
any risks to the rights and interests of the data subjects
T 5% 26 (¢ 3 IEA BRI S U E T A I flE 2
B &

e whether or not the data protection impact assessment has been correctly carried out
and whether its conclusions (whether or not to go ahead with the processing and what
safeguards to apply) are in compliance with the GDPR
BERERTFELT RS AL 2 gt (LT NE 5 PHLE R
P % }_:Pﬁ %) 1% ﬁ 7aGDPRA 4=

If the controller disagrees with the advice provided by the DPO, the DPIA documentation

should specifically justify in writing why the advice has not been taken into account?®.

35 Article 39(1) mentions the tasks of the DPO and indicates that the DPO shall have ‘af least’ the following tasks.
Therefore, nothing prevents the controller from assigning the DPO other tasks than those explicitly mentioned in
Article 39(1), or specifying those tasks in more detail.

%3915 % 15848 2 DPO2 E4% > T4 DPO " 7 % | Jgj ™ @ik o Flpt » T A#F b yr ¥ KA T H 390 K 198
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36 Article 24(1) provides that ‘taking into account the nature, scope, context and purposes of processing as well as
the risks of varying likelihood and severity for the rights and freedoms of natural persons, the controller shall
implement appropriate technical and organisational measures to ensure and to be able to demonstrate that
processing is performed in accordance with this Regulation. Those measures shall be reviewed and updated where
necessary’.
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The WP29 further recommends that the controller clearly outline, for example in the DPO’s
contract, but also in information provided to employees, management (and other stakeholders,
where relevant), the precise tasks of the DPO and their scope, in particular with respect to
carrying out the DPIA.
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4.3. Cooperating with the supervisory authority and acting as a contact point
LS. Y S

According to Article 39(1)(d) and (e), the DPO should ‘cooperate with the supervisory

authority’ and ‘act as a contact point for the supervisory authority on issues relating to

processing, including the prior consultation referred to in Article 36, and to consult, where

appropriate, with regard to any other matter’.
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These tasks refer to the role of ‘facilitator’ of the DPO mentioned in the introduction to these
Guidelines. The DPO acts as a contact point to facilitate access by the supervisory authority to
the documents and information for the performance of the tasks mentioned in Article 57, as
well as for the exercise of its investigative, corrective, authorisation, and advisory powers
mentioned in Article 58. As already mentioned, the DPO is bound by secrecy or
confidentiality concerning the performance of his or her tasks, in accordance with Union or
Member State law (Article 38(5)). However, the obligation of secrecy/confidentiality does not
prohibit the DPO from contacting and seeking advice from the supervisory authority. Article
39(1)(e) provides that the DPO can consult the supervisory authority on any other matter,
where appropriate.
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4.4.Risk-based approach
MR AA#H 2D

Article 39(2) requires that the DPO ‘have due regard to the risk associated with the
processing operations, taking into account the nature, scope, context and purposes of
processing’.
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This article recalls a general and common sense principle, which may be relevant for many
aspects of a DPO’s day-to-day work. In essence, it requires DPOs to prioritise their activities
and focus their efforts on issues that present higher data protection risks. This does not mean
that they should neglect monitoring compliance of data processing operations that have
comparatively lower level of risks, but it does indicate that they should focus, primarily, on
the higher-risk areas.

LiET £ - JFEDPOP FW EARF S S g PARM Z - A B RA o AF L o ik
> & RDPOEHE-EARFBELEE » ¥4 BELTH I%FE& “ﬁﬁ? ® 2 GRAL o 4t 25
DPOT e s TR ‘G AR MM AL E® (TR 2 BT A A HAFHIEREANE
AR AR

I

This selective and pragmatic approach should help DPOs advise the controller what
methodology to use when carrying out a DPIA, which areas should be subject to an internal or
external data protection audit, which internal training activities to provide to staff or
management responsible for data processing activities, and which processing operations to
devote more of his or her time and resources to.
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4.5.Role of the DPO in record-keeping
DPO* e dri% 32 & &
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Under Article 30(1) and (2), it is the controller or the processor, not the DPO, who is required
to ‘maintain a record of processing operations under its responsibility’ or ‘maintain a record
of all categories of processing activities carried out on behalf of a controller’.
ER30FEFIIER F2BRT > " BEHA T FFr TErs ) BT BEE A
ﬁ?’?zﬁ’i EEH (EER s K g hiE ‘ﬁé‘%;ﬁé’?’r —‘F'{ » @ 2EDPO -

In practice, DPOs often create inventories and hold a register of processing operations based
on information provided to them by the various departments in their organisation responsible
for the processing of personal data. This practice has been established under many current
national laws and under the data protection rules applicable to the EU institutions and
bodies.’
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Article 39(1) provides for a list of tasks that the DPO must have as a minimum. Therefore,
nothing prevents the controller or the processor from assigning the DPO with the task of
maintaining the record of processing operations under the responsibility of the controller or
the processor. Such a record should be considered as one of the tools enabling the DPO to

perform its tasks of monitoring compliance, informing and advising the controller or the

processor.
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In any event, the record required to be kept under Article 30 should also be seen as a tool
allowing the controller and the supervisory authority, upon request, to have an overview of all
the personal data processing activities an organisation is carrying out. It is thus a prerequisite
for compliance, and as such, an effective accountability measure.
ﬁ%%@’@¥w&%i%%?iﬁ%’ﬁ@ﬁé%ﬁ§ﬁ EEBM FRE R
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37 Article 24(1)(d), Regulation (EC) 45/2001.
FP % 452001 54 % 240% % 138 % dix -
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ANNEX - DPO GUIDELINES: WHAT YOU NEED TO KNOW
44— DPOF; 31 ¢ in 3% & v en¥

The objective of this annex is to answer, in a simplified and easy-to-read format, some of the

key questions that organisations may have regarding the new requirements under the General

Data Protection Regulation (GDPR) to appoint a DPO.

PUIFBEZ i (RIS E G2 AN R E L ik gy - K F e RERA] (GDPR)
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Designation of the DPO
DPO2 #ﬁ e

Which organisations must appoint a DPO?
H R B2 4 7% DPO ?

The designation of a DPO is an obligation:
WA 0 G &d+dp /%DPO ¢

if the processing is carried out by a public authority or body (irrespective of what data is
being processed)

FHTE D S S PR (EREY TG R)

R

if the core activities of the controller or the processor consist of processing operations,
which require regular and systematic monitoring of data subjects on a large scale
&%ﬁé%?@“ﬁiﬁwiﬁé§%$i4ﬁﬁﬁﬁﬁ‘ﬁﬁﬁ*%ﬁiﬁiﬁ
¥ iEE

if the core activities of the controller or the processor consist of processing on a large
scale of special categories of data or personal data relating to criminal convictions and

offences
EFESLEEY S Pk f P ARKEY BATHRA LT H 2 04

Note that Union or Member State law may require the designation of DPOs in other situations

as well. Finally, even if the designation of a DPO is not mandatory, organisations may

sometimes find it useful to designate a DPO on a voluntary basis. The Article 29 Data

Protection Working Party (“WP29’) encourages these voluntary efforts. When an organisation
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designates a DPO on a voluntary basis, the same requirements will apply to his or her
designation, position and tasks as if the designation had been mandatory.

PAEFFR O WE R E R RERT R T @ AT 74 7%DPO ¢ hts 0 i At
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Source: Article 37(1) of the GDPR
FHL XM GDPR #37 ¥ #17F

2  What does ‘core activities’ mean?

Py T, ?

‘Core activities’ can be considered as the key operations to achieve the controller’s or
processor’s objectives. These also include all activities where the processing of data forms as
inextricable part of the controller’s or processor’s activity. For example, processing health
data, such as patient’s health records, should be considered as one of any hospital’s core
activities and hospitals must therefore designate DPOs.
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On the other hand, all organisations carry out certain supporting activities, for example,
paying their employees or having standard IT support activities. These are examples of
necessary support functions for the organisation’s core activity or main business. Even though
these activities are necessary or essential, they are usually considered ancillary functions
rather than the core activity.
F-20 0 FELEEEDRLNG BRI EyETa ot R AR F- R
ZFAPPHAFEIR P RER PRI REYHBITLP R R LES G
#
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Source: Article 37(1)(b) and (c) of the GDPR
FALK M P GDPR #37 i #15F #FbA% % cic

3 What does ‘large scale’ mean?
il TR 2
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The GDPR does not define what constitutes large-scale processing. The WP29 recommends
that the following factors, in particular, be considered when determining whether the
processing is carried out on a large scale:

GDPR¥t i 3] + HLBCE * ¥ & T & - WP29:22 3R 30 2 ¥7i8 * v £ £ 7 B~ 4Er > H
4R 0T A

e the number of data subjects concerned - either as a specific number or as a proportion of
the relevant population
R 2 FFA A TED - KBS AN A T2 - B

o the volume of data and/or the range of different data items being processed

FH2LFHER/AT R FTAIED FF

e the duration, or permanence, of the data processing activity

FHE LB AL

o the geographical extent of the processing activity

a-bu-

Er TE2 S E #

Examples of large scale processing include:

L HAER b F @3S
e processing of patient data in the regular course of business by a hospital
Flhu- i Ehp LA 8
e processing of travel data of individuals using a city’s public transport system (e.g. tracking

via travel cards)
AR F B L RE %:%1ﬁﬁ§ﬂ(wku%¢§ﬂﬁﬁg
e processing of real time geo-location data of customers of an international fast food chain
for statistical purposes by a processor specialised in these activities

R SR EES 53 P o d BEL LT FHMETHE LR TR
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e processing of customer data in the regular course of business by an insurance company or a
bank

Wil o PR ALT - RITE P HE S TR E

e processing of personal data for behavioural advertising by a search engine

HF I L S ()R AR A T2
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e processing of data (content, traffic, location) by telephone or internet service providers
RS RRRAREFRHTRE (MNF R ) 2

Examples that do not constitute large-scale processing include:
PR ST HRE b e

e processing of patient data by an individual physician

B PR TRLE

e processing of personal data relating to criminal convictions and offences by an individual

lawyer

B BT R AR B FAE

Source: Article 37(1)(b) and (c) of the GDPR
FHL L I GDPR #3755 177 £ 2 cif

4 What does ‘regular and systematic monitoring’ mean?

P %F Fﬁg_ﬂf llﬂ‘__‘_—’ ,:“\ &?"E—E t‘tJ ?

The notion of regular and systematic monitoring of data subjects is not defined in the GDPR,
but clearly includes all forms of tracking and profiling on the internet, including for the
purposes of behavioural advertising. However, the notion of monitoring is not restricted to the
online environment.

EXME AAMT I FA2MAGDPRY FE R A& RPHEE F7F 50N 25
PF L Lw R A TRNEREPEINT - Ra > DR MEX A U RRERR o

Examples of activities that may constitute a regular and systematic monitoring of data
subjects: operating a telecommunications network; providing telecommunications services;
email retargeting; data-driven marketing activities; profiling and scoring for purposes of risk
assessment (e.g. for purposes of credit scoring, establishment of insurance premiums, fraud
prevention, detection of money-laundering); location tracking, for example, by mobile apps;
loyalty programs; behavioural advertising; monitoring of wellness, fitness and health data via
wearable devices; closed circuit television; connected devices e.g. smart meters, smart cars,
home automation, etc.

TRl s Hg R ALY SRR T2 o EFTRRER CRET IR
ﬁifkﬁﬁ~‘ﬁ#%@iﬁﬁ%;‘éﬁﬁﬁﬁﬁﬁ(%ﬁ“?g‘%%?ﬁ‘

E

IR R BRIE) BEFZIHTE L~ REEH (Sl FERE R

1
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T

EORPRVE A (Lw) A - BETRREHEIMRR HEZ 2R
FHRZER PRI -HEELEWFET L - FEL I FTETLS -

WP29 interprets ‘regular’ as meaning one or more of the following:
WP29,T+L Fegr, 228 Padg 0T 2 - F &S A

e ongoing or occurring at particular intervals for a particular period

UELE Febir o R &N 0l R S 12 gl

e recurring or repeated at fixed times

NEETERE B EAE A

e constantly or periodically taking place

oS A

WP29 interprets ‘systematic’ as meaning one or more of the following:
WP294 T ki | 2 398 > fdp it ™ 2 - 3 & 58 4
e occurring according to a system
ZYp- B R AK A F L

e pre-arranged, organised or methodical

FAEE G ERBSL - 52

e taking place as part of a general plan for data collection
Ao EEMEAERNE R - L

e carried out as part of a strategy

o RVER T - e

Source: Article 37(1)(b) of the GDPR
FHL LA : GDPR #3755 #17 #b it

5 Can organisations appoint a DPO jointly? If so, under what conditions?
SRBERVT IR FAiR- EDPO?EF » FREF 7

Yes. A group of undertakings may designate a single DPO provided that he or she is ‘easily
accessible from each establishment’. The notion of accessibility refers to the tasks of the DPO
as a contact point with respect to data subjects, the supervisory authority and also internally
within the organisation. In order to ensure that the DPO is accessible, whether internal or

external, it is important to make sure that their contact details are available. The DPO, with
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the help of a team if necessary, must be in a position to efficiently communicate with data
subjects and cooperate with the supervisory authorities concerned. This means that this
communication must take place in the language or languages used by the supervisory
authorities and the data subjects concerned. The availability of a DPO (whether physically on
the same premises as employees, via a hotline or other secure means of communication) is
essential to ensure that data subjects will be able to contact the DPO.
Fole fEEBMT4pRE - DPO K& MDPOi " R EHBARE, T E P2 L
ffiﬁ:}%DPO% EFFACEFWME BN NERE T4 S FERDPOL T A M (&

B ANR ) o £ R I RAERDPOL MBEF R LAY Y ine A F L T4 %
$%ﬁ§iAiﬁ’iﬁw%“§%%bﬁ1%@( v B ) o pts
AFVAL S FHEF MM E MY T A - BABMET &7 - DPOL T % 42 (&
WA BRI SR - FTN B EEARTEAE T 22 AR iR EE

I H-DPOZ_ B 4 -

A single DPO may be designated for several public authorities or bodies, taking account of
their organisational structure and size. The same considerations with regard to resources and
communication apply. Given that the DPO is in charge of a variety of tasks, the controller or
the processor must ensure that a single DPO, with the help of a team if necessary, can perform

these efﬁciently despite being designated for several public authorities and bodies.
CIAB M AT TR RS2 R 0 T RE-DPO - m ity MR

iiijg L#ﬁ?oﬂmmicpjxk7gﬁ P E A LEE Y F s R
PLH - DPOT @A 5 B 2 P8 M S i fpdpin M7 3 2 F e R ER (LEFET
B P55 84 )

Source: Article 37(2) and (3) of the GDPR
FAHLEM  GDPR #37 5% #27F £ 37

6 Where should the DPO be located?
DPOBK & * P A ?

To ensure that the DPO is accessible, the WP29 recommends that the DPO be located within
the European Union, whether or not the controller or the processor is established in the
European Union. However, it cannot be excluded that, in some situations where the controller
or the processor has no establishment within the European Union, a DPO may be able to carry
out his or her activities more effectively if located outside the EU.

FEWDPO2 7 % {2 » WP29:E 3k » &I E —‘ﬁ B LiE H —‘f;,z T EFNEEEMNKRD
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DPOISEX B> R BN = KA o 2 RN R BT o g f AR50 E FOrE
B ARERERE > DPO4rk WHE R » P v { 322 72 £ -

7 Isit possible to appoint an external DPO?
£V 4y b2 DPO ?

Yes. The DPO may be a staff member of the controller or the processor (internal DPO) or
fulfil the tasks on the basis of a service contract. This means that the DPO can be external, and
in this case, his/her function can be exercised based on a service contract concluded with an
individual or an organisation.

¥ 1L o DPO¥ A4y g &

LL

}

F2eiE* ¥2 1 (pPRMDPO) & RIRIFE X fp (7 T 4% o
<

%M@ﬂdfﬁ&ﬁ%E’%&%% CEARE B AR RRETLRAE G
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o

4
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E}

When the function of the DPO is exercised by an external service provider, a team of
individuals working for that entity may effectively carry out the DPO tasks as a team, under
the responsibility of a designated lead contact and ‘person in charge’ of the client. In this case,
it is essential that each member of the external organisation exercising the functions of a DPO
fulfils all applicable requirements of the GDPR.

éjDPOiﬁ i i PRURGA R B F R AP g R A R R A T T 2
AF T X R IEIRIAE lf—ﬁ - A s BB VG 3 FDPOL E Ak o Bt i

%T,&ﬁgmmiég‘%ﬂa—#ﬁb@ﬁmemfm0£*7W Flek fo

For the sake of legal clarity and good organisation and to prevent conflicts of interests for the
team members, the Guidelines recommend to have, in the service contract, a clear allocation
of tasks within the external DPO team and to assign a single individual as a lead contact and
person 'in charge' of the client.

PREEIZPREEE AE2Z 2N B BES R 2 JIEBR 0 dp ik PRI
Z XY AP NDPOMIFE2 21 » Fdpii- A G AZBRE AR THF 4o

Source: Article 37(6) of the GDPR
FHLXM I GDPR #3755 ¥ 67

8 What are the professional qualities that the DPO should have?
DPORBE P & ¥ ?

The DPO shall be designated on the basis of professional qualities and, in particular, expert
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knowledge of data protection law and practices and the ability to fulfil his or her tasks.
DPOEM B & ¥i 4 » R EHFTREEZREFT 2 & 03 2 &350
FEFRLER - 4

The necessary level of expert knowledge should be determined according to the data
processing operations carried out and the protection required for the personal data being
processed. For example, where a data processing activity is particularly complex, or where a

large amount of sensitive data is involved, the DPO may need a higher level of expertise and

support.

R 2B EATBARR AR FOREY (TR 2 @R 2 TR 2 Rk
Lo BEra g o FFEMAEF TEENAFR AHE X EARE TR DPOT M F & {
BLEBEREZ LE

Relevant skills and expertise include:
ARREZ Fa 2 B ¥ e 35

e expertise in national and European data protection laws and practices including an in-
depth understanding of the GDPR
HREP 2 G FRFREZRE F2 5% 2 FHGDPRZIF > 7 2

¢ understanding of the processing operations carried out
e s eryRIE 2 FORE ¥ (TR 2 B iR

¢ understanding of information technologies and data security
HT AT TRE 22 H

¢ knowledge of the business sector and the organization
AR Bz

e ability to promote a data protection culture within the organization
AP R TR R 2

Source: Article 37(5) of the GDPR
FALX M I GDPR #37 i 57 -

Position of the DPO DPO2z_ %‘« [had

9 What resources should be provided to the DPO by the controller or the processor?
HEFERPE? X R EDPOP AT R ?
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The DPO must have the resources necessary to be able to carry out his or her tasks.

DPO pdey it B ¥ R {7Eir2 2 & TR

Depending on the nature of the processing operations and the activities and size of the
organisation, the following resources should be provided to the DPO:

RIE® TRz B2 B R ERFERNZ A o T TR &S DPO !

e active support of the DPO’s function by senior management
B IR K $DPO# i 2 fi & £ ¥

e sufficient time for DPOs to fulfil their tasks
EDPO= & H Tjr2 & X pFR

e adequate support in terms of financial resources, infrastructure (premises, facilities,
equipment) and staff where appropriate
W HT 0 REA L HBTR  AAKE (B KK~ BH) 2 AR
44

e official communication of the designation of the DPO to all staff
iﬁDPOi vt BEA oy Ao

e access to other services within the organisation so that DPOs can receive essential
support, input or information from those other services
DPOE™ f b B~ 8 & JRA%: > R J ¥ GG R IRIFF IS & 2 L8~ TRk

= 2>
r X Fx \;_JL

e continuous training

FH 23

Source: Article 38(2) of the GDPR
F ALK I GDPR #38 ik #27

10 What are the safeguards to enable the DPO to perform her/his tasks in an
independent manner? What does ‘conflict of interests’ mean?
BRDPOF > RFL EHB2 % 1’*_4’;}*’5 P2y TfIEwTER, ?

Several safeguards exist in order to enable the DPO to act in an independent manner:
FEEDPOM > (4 2 % 245540 ¢

e no instructions by the controllers or the processors regarding the exercise of the DPO’s
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<

PE A ¥ 2 DPOR 7 iz T i E 4y 7

e no dismissal or penalty by the controller for the performance of the DPO’s tasks
DPO% ¢ FIF 7 2 izq¢m @47 ¢ —‘ﬁ f# Vi 2% R

¢ o conflict of interest with possible other tasks and duties

P EEE BT a2 i B A2 g

The other tasks and duties of a DPO must not result in a conflict of interests. This means, first,
that the DPO cannot hold a position within the organisation that leads him or her to determine
the purposes and the means of the processing of personal data. Due to the specific
organisational structure in each organisation, this has to be considered case by case.
DPOz # & Ejrei B 2 g+ {lZ R - ¢ Lrhp ADPOZ Witz e v -2k
%@?i’?%pg—ﬁﬁ-’}\i,ﬁ ,ﬁo_rﬂ;x?yggwa w #]H_,, PIA L R BEY R .

As a rule of thumb, conflicting positions within the organisation may include senior
management positions (such as chief executive, chief operating, chief financial, chief medical
officer, head of marketing department, head of Human Resources or head of IT departments)
but also other roles lower down in the organisational structure if such positions or roles lead to
the determination of purposes and means of processing. In addition, a conflict of interests may
also arise for example if an external DPO is asked to represent the controller or processor

before the Courts in cases involving data protection issues.

. i e .fé_ELf?%‘iP\ ﬂ'}']j‘é@??éiﬁ%‘ifi? e 7 ERERE (o7& ~ FEEL - MirE -
FRE AL ?ff%~ﬁ%%$>’@%@%%ﬁﬂ@@wa%:§;
g 2;‘2%'1° ek UIJ«&r"P%KDPOx*%#‘;';’g'%E‘

RBFEP 20 PR S8 pAT R
ﬁzi@?ﬁfaﬁ?ﬁi%éﬁiéﬂ;ﬂ%ﬂ:@%’*r i A IE R

Source: Article 38(3) and 38(6) of the GDPR
FALX M I GDPR #38i% #3755 2 $38ik %67

Tasks of the DPO
DPO2Z_ ix F%

11 What does ‘monitoring compliance’ mean?

P TERRETE 0
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As part of these duties to monitor compliance, DPOs may, in particular:
AT o DPOW> /B2 & 2 B 4 I
e collect information to identify processing activities
BT (T E
e analyse and check the compliance of processing activities
ﬁﬁi%m@?ﬁizég
e inform, advise and issue recommendations to the controller or the processor

War s B2 2 3 Az s ﬁ;g‘ﬁéé;ﬁ@m .-Fliz

Source: Article 39(1)(b) of the GDPR
F ALK M P GDPR #39ik #17F #Fb#%

12 Is the DPO personally responsible for non-compliance with data protection
requirements?

DPO* A 23§ 5 AR HFRRELE L F 2

No. DPOs are not personally responsible for non-compliance with data protection
requirements. It is the controller or the processor who is required to ensure and to be able to
demonstrate that processing is performed in accordance with this Regulation. Data protection
compliance is the responsibility of the controller or the processor.

7% & - DPOX X & F 5 #\ﬁ AR REZ & R F oo BRI F R AR
Fﬁ“%éﬁ%%é%?@“%°?ﬁ%§%§ﬁﬁ%ﬁﬁ%?@“ﬁi%@o

13 What is the role of the DPO with respect to data protection impact assessments and
records of processing activities?
DPOM BFHRELN PTG 2 E* TERE&FRF2L 44 S ?

As far as the data protection impact assessment is concerned, the controller or the processor
should seek the advice of the DPO, on the following issues, amongst others:
HE R Lw*m’ﬁ%ﬁﬁ%?@“ﬁ@i*ﬁﬂTiE&%MDiii:

¢ whether or not to carry out a DPIA
4_F 7#2DPIA

e what methodology to follow when carrying out a DPIA
¥ DPIA 45 B~2. = 2
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e whether to carry out the DPIA in-house or whether to outsource it
DPIARH & p\ IRyEID £ o pIm

e what safeguards (including technical and organisational measures) to apply to mitigate
any risks to the rights and interests of the data subjects
Btk B im 6% 2450 (& 3 HAFILZ B EHS) F KEE AT 15 2
B &

e whether or not the data protection impact assessment has been correctly carried out
and whether its conclusions (whether or not to go ahead with the processing and what
safeguards to apply) are in compliance with data protection requirements
BRERFERTTFFAT RIS APEE > 2 B 8536 (AFWE* 50 pHL 2 R~
R R %) AF ﬁ I S

As far as the records of processing activities are concerned, it is the controller or the processor,
not the DPO, who is required to maintain records of processing operations. However, nothing
prevents the controller or the processor from assigning the DPO with the task of maintaining
the records of processing operations under the responsibility of the controller or the processor.
Such records should be considered as one of the tools enabling the DPO to perform its tasks
of monitoring compliance, informing and advising the controller or the processor.

AEF TE R o z"f#;‘;gﬁéé L3E * —‘ﬁf@;nﬁ—é{’ F* TE k4 a2DPO - Ra
o 'ﬁﬁ*f'— TR T2 &N TR JpiRDPOMEL & & o 37 B
Eﬁ%ﬁ\@ﬁﬁﬁéx ‘?iﬁﬁA%Kﬁ£$Fﬁm1

Source: Article 39(1)(c) and Article 30 of the GDPR
FH KK GDPR% 39i% % 138 ¥ cic 2 ¥ 300

Done in Brussels, on 13 December 2016
2016# 127 13p >+ % é{% B

For the Working Party 1 i%-| &
The Chairwoman i R

Isabelle FALQUE-PIERROTIN
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